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Procedural obstacles

* Throwing in the ‘kitchen
sink’ with the GDPR is
not tolerated

« Most claims are
suitable for allocation to
the county court AND
the small claims track.




De Minimis or ‘threshold of seriousness’

Clearly applied to MOPA claims under the DPA 1998:

“Just because information relates to a person’s family and private life, it will not
automatically be protected by the courts: for instance, the information may be of
slight significance, generally expressed, or anodyne in nature. While respect for
family and private life is of fundamental importance, it seems to me that the
courts should, in the absence of special facts, generally expect people to
adopt a reasonably robust and realistic approach to living in the 21st

century.” (Lord Nebuerger)



De Minimis or ‘threshold of seriousness’

Rolfe v Veale Wasborough Vizards
(2021)

“‘We have a plainly exaggerated claim for time spent by DE TE N TI 0 N
1 -

the Claimants dealing with the case and a frankly

L

inherently implausible suggestion that the minimal
breach caused significant distress and worry or even
made them ‘feel ill'. In my judgment no person of
ordinary fortitude would reasonably suffer the distress
claimed arising in these circumstances in the 21st
Century, in a case where a single breach was quickly
remedied.” (Master McCloud)




De Minimis or ‘threshold of seriousness’

Rolfe v Veale Wasborough
Vizards (2021)

“There is no credible case that distress or

DETENTION

damage over a de minimis threshold will be
proved. In the modern world it is not
appropriate for a party to claim, (especially in

the High Court) for breaches of this sort which

are, frankly, trivial.”



Austrian Post

Relevant in that connection is the distinction, suggested to the Court, between non-material damage for which
compensation may be awarded and other inconveniences arising as a result of abuse of the law which, owing to
their insignificance, do not necessarily create the right to compensation.

111. Such a distinction is visible in national legal systems as an inevitable corollary of life in society. (82) The Court
is not unaware of that difference, which it accepts when referring to trouble and inconvenience as a separate
category from damage in areas where it finds that those items should be compensated. (83) There is nothing to
preclude that distinction from being transferred to the GDPR.

112. In addition, the right to compensation under Article 82(1) of the GDPR does not appear to me to be a suitable
instrument for countering infringements in connection with the processing of personal data where all those
infringements create for the data subject is annoyance or upset.

Advocate General Sanchez-Bordona


https://curia.europa.eu/juris/document/document.jsf?text=&docid=266842&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=41428#Footnote82
https://curia.europa.eu/juris/document/document.jsf?text=&docid=266842&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=41428#Footnote83

Austrian Post

48.1t is apparent, in particular, from recital 10 of the GDPR that the
objectives of the GDPR are, inter alia, to ensure a consistent and
high level of protection of natural persons with regard to the
processing of personal data within the European Union and, to that
end, to ensure consistent and homogeneous application of the rules
for the protection of the fundamental rights and freedoms of natural
persons with regard to the processing of personal data throughout
the European Union (see, to that effect, judgments of 16 July
2020, Facebook Ireland and Schrems, C-311/18, EU:C:2020:559,
paragraph 101, and of 12 January 2023, Osterreichische Post
(Information relating to the recipients of personal data), C-154/21,
EU:C:2023:3, paragraph 44 and the case-law cited).

49. Making compensation for non-material damage subject to a
certain threshold of seriousness would risk undermining the
coherence of the rules established by the GDPR, since the
graduation of such a threshold, on which the possibility or otherwise
of obtaining that compensation would depend, would be liable to
fluctuate according to the assessment of the courts seised




Farley v Paymaster (1836) (2024)

“In light of my conclusions, it is not necessary (nor is it desirable) for me to reach a concluded view
on the very interesting points as to whether the law in this jurisdiction imposes a threshold of
seriousness in data protection claims. Given its potential importance, and the way the point arose
(and had to be argued) in this case, | think it is better for me not to express any view. It is sufficient,
for the claims of the remaining Claimants, that | have decided that whether each Claimant could
surmount a threshold of seriousness (were one found to apply in data protection claims) is a factual
guestion that, like the similar question that applies in misuse of private information claims, can only
fairly be resolved at a trial. Given the potential importance of the point, this is a case where the
Court should resolve the point of law on threshold of seriousness on the basis of facts found after a
trial rather than facts assumed for the purposes of a summary judgment or striking out application
(see [87(10)] above).



Assessment of damages — 5 core points

(1) Domestic principles, not European

(2) No special constitutional status for information
rights

(3) One composite award, however many causes of
action alleged

(4) Loss of control under MOPA but not GDPR
(5) Personal injury claims are a useful ‘sanity check’
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Farley and others v Paymaster (1836)

[2024] EWHC 383 (KB)

Facts

- Annual pension statements containing the personal data of
about 450 current and former police officers were sent to
out-of-date residential addresses;

- Cs contend that each claim was worth £1,250 - £1,500;

- Cs’ pre-action costs amounted to £1.2m (or £2,500 per
claimant);




Farley

- Some letters found their way to Iintended
recipients, some never arrived, and in 14 cases there
was some evidence that they were opened by third
parties — Iin only 2 cases was there evidence that
letters opened by someone who was not a family
member of colleague.



Farley

D applies to have claims struck out and/or
summary judgment;

For the data claims: No award possible for loss of
control and for some, no pleaded case of
actionable damage has been suffered,

For MPI claims — has been no misuse; and

Cs have not suffered damage above de minimis
level, and

Jameel abusive.



Farley

MPI

D argues that unless the statements had actually
been read by a third party, there is no "misuse” or,
even If read, that does not amount to “misuse” for the
purposes of the tort.



Farley

Nicklin J at §96

“...If a Claimant in this case can show that, as a result of his/her ABS having been
read by a third party, information over which s/he has an expectation of privacy has
been disclosed/published, then (subject to satisfying the threshold of
seriousness) s/he has an arguable case for misuse of private information. This is
not like a data breach case where a third party has unlawfully obtained the
information as a result of hacking or a cyber-attack. This case is much closer on
the facts to TLT. Where a Claimant can demonstrate publication of the private
information in an ABS, that has arisen from the Defendant’s act of sending the ABS
to the wrong address, then that can, in my judgment, provide the element of
‘misuse’ for the tort. | therefore reject the Defendant’s fall-back argument”



Farley

BUT

“... each Claimant’'s claim of misuse of private
Information depends upon his/her ABS having ended
up in the hands of (at least) one third party who, it is
contended, would have opened the letter, and read
the contents. For almost all Claimants, that case is
purely inferential.



Farley
The Data claims:

Lloyd v Google [2022] AC 1217: Damage limited to
material damage and distress. “Loss of control”
damages not recoverable.




Farley

Cs’ argue that each has suffered non-material
damage based on:

() Inferential case that misaddressed envelopes had
been opened; and

() That they suffered distress caused by not
knowing what happened to the misaddressed
letters.



Farley

Decision

§143: “In my judgment, to have a viable claim for misuse
of private Iinformation and/or data protection, each
Claimant must show that s/he has a real prospect of
demonstrating that the ABS was opened and read by a
third party. Without that, the relevant Claimant would
have no real prospect of demonstrating that there had
been “misuse”’, an essential element of the tort of misuse
of private information”



Farley

§145: “| reject the submission that these Claimants can advance a claim
on the basis that, until returned, their personal information/data was “in
danger” or “at risk”. The general law of tort does not generally allow
recovery for the apprehension that a tort might have been committed; a
person crossing a road cannot recover damages (whether for distress or
otherwise) for almost being struck by a passing lorry or for a defamatory
letter that was never actually received by its intended recipient. To be
entitled to any remedy, a claimant must demonstrate that s/he is the victim
of a tortious wrong. A near miss, even if it causes significant distress, is not

sufficient."



Farley

§146: “The same is true for a civil claim for data protection. Data breach
cases are premised on the personal data of the relevant claimant having
been compromised; usually accessed by, or provided to, a third party.
Shorn of the claim for “loss of control”, the Claimants’ claim is essentially
one for Unlawful Processing by sending the ABS to the wrong address.
But, if the ABS has not been opened or read by a third party, there has
been no real “processing”. It was a near miss. | accept that there are wider
policy considerations underpinning the data protection regime. Concepts of
placing the data “at risk” have greater resonance in the regulatory context.
A person who leaves a laptop on a train, from which unencrypted personal
data could readily be accessed, may face regulatory action even if the
laptop is recovered without any data having been compromised.”



Farley

Court allows the 14 cases where there was some
evidence that the letters had been opened to
proceed but noted that “the 14 Claimants may yet
have to surmount the evidential hurdle that the ABS
was read by the person who opened the envelope (or
someone else). In all but one of the cases it is not
clearly stated, in terms, whether the ABS was read,
and If so, how much of it was read”.



Farley

Threshold of seriousness?

§159: “In light of my conclusions, it is not necessary (nor is it desirable) for me to
reach a concluded view on the very interesting points as to whether the law in this
jurisdiction imposes a threshold of seriousness in data protection claims. Given its
potential importance, and the way the point arose (and had to be argued) in this
case, | think it is better for me not to express any view. It is sufficient, for the claims
of the remaining Claimants, that | have decided that whether each Claimant could
surmount a threshold of seriousness (were one found to apply in data protection
claims) is a factual question that, like the similar question that applies in misuse of
private information claims, can only fairly be resolved at a trial.”



Farley
Jameel abusive?

§161:"There are now 14 claims. The guestion for me
IS whether, for these claims, the Court can fashion a
procedure by which the claim can be adjudicated in a

proportionate way. | have no difficulty in answering
that the Court can meet this challenge.”



Trump v Orbis Business Intelligence
[2024] EWHC 173 (KB)




Trump

- Claim concerns the “Steele Dossier’ — 17
Intelligence memoranda on Russian interference
In the 2016 UK Presidential election, prepared by
D, but published by Buzzfeed,;

- Mr Trump brought a claim in respect of the
processing of his personal data in two of the
memos, asserting that various allegations were
inaccurate.



Trump

D submitted that C had no real prospect of obtaining
compensation for embarrassment or distress. The
only part of the claim that had survived was based
upon an allegation of unlawful retention and storage
of data — C’'s witness statement identified the
publication of the data by Buzzfeed as the act that
caused the distress etc.



Trump

D says:

- Compensation is only available under DPA/GDPR
for damage suffered (Lloyd v Google);

- Insofar as C suggests he is entitled to nominal
damage to vindicate his rights, such damages are
not available under the legislation.



Trump

C says:

Distress has been pleaded so Court should
oroceed on basis that distress was caused for
purposes of S/O application;

Even if Court takes view that C has suffered no or
de minimis distress, C would still be entitled to
nominal damages to vindicate his data protection

rights.




Trump

Decision

§117 “...while it might have been possible for the Claimant to adduce
further evidence addressing the distress he claims to have suffered as a
consequence of the Defendant’'s creation and dissemination of the
Memoranda, it cannot sensibly be claimed — and the Claimant did not
seek to assert — that the mere fact that the Defendant held copies of the
Memoranda caused him distress.”

It was that the content of the memos coming to wider attention that is
said to have caused distress.



Trump

Nominal Damages?

§122: “The Claimant's alternative contention that he
would be entitled, if he establishes the inaccuracy of the
Personal Data, to compensation for nominal damages is
contrary to Lloyd v Google. The Supreme Court held that
there was no entitlement to compensation under s.13 of
the DPA 1998 based solely on proof of a (non-trivial)
contravention of a requirement of that Act in relation to
any personal data of which the claimant was the subject.”



Trump

§125: “The Claimant’s contention is that in respect of
this statutory tort he has a right to a remedy that Is
not In the legislation, namely, a right to nominal
damages. That Is the wrong approach. Parliament
has created both the cause of action and identified
the available remedies. It is not for the court to
supplement the statutory remedy of compensation
with a non-statutory remedy of damages”.




Trump

§126: “The assertion that nominal damages are
always available in tort is wrong. Nominal damages,
of a token sum, are awarded where a tort Is
actionable per se and the claimant is unable to prove
any loss or injury.”



Trump




Riley v Student Housing Co (Ops) Ltd

UK GDPR: Art 5(1)(a) and (b):

- Data shall be processed lawfully, fairly and in a
transparent manner;

- Data shall be collected for specified, explicit and
legitimate purposes and not further processed in a
manner that is incompatible with those purposes.



Riley

DPA 2018 - Sch 2, Ptl, para 5(3): The listed
GDPR provisions do not apply to personal data
where disclosure of the data - (a) Is necessary for
the purpose of, or In connection with, legal
proceedings (including prospective legal
oroceedings) ...(c) Is otherwise necessary for the
purposes of establishing, exercising or defending
egal rights, to the extent that the application of those
orovisions would prevent the controller from making
the disclosure




Riley

C argues:. The effect of para 5(3)(c) was that data
controller had to attempt to apply the provisions of
the GDPR before seeking to apply the exemption.

D argues: Data controller exempted from even
attempting to apply listed GDPR provisions.



Riley

D was right:

A party's duties as a data controller ought not to
fetter its discretion to conduct litigation as it saw fit
In pursuance of the vindication of its legal rights,
or Impinge on its right to a fair trial ;

The appropriate procedural mechanism for
ensuring the protection to a data
subject's art.8 rights lay in the discretion of courts
and tribunals to anonymise judgments


https://uk.westlaw.com/Document/I13AEBA7190CB4FD6878845F048D2A987/View/FullText.html?originationContext=document&transitionType=DocumentItem&ppcid=cf6b05b1c4ba480dbd7bbf26e3647599&contextData=(sc.Search)

Riley

- Sch.2 para.5(3) exempted a data controller
from complying with Art 5(1); that interpretation was
consistent with the purpose of the exemption, which
was to ensure that a litigant's duties as a data
controller did not impinge on its right to a fair trial.



Thank you for your attention.

Questions?
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Key Provisions

Personal data shall be “kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the
personal data area processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical
purposes...” (Article 5(1)(e), GDPR)

Case C-77/21 Digi Tavkézlési és Szolgadltato Kft. v. Nemzeti
Adatvédelmi és Informacioszabadsag Hatosag: A data controller
cannot store personal data previously connected for other purposes
for a period longer than that necessary for carrying out those
activities.



Context is everything

CCTV footage in a pub CCTV footage in a bank

Object is for crime prevention

Crime is likely to be discovered in a Crime may be discovered at a much
short period of time later stage

Knowledge of crime is likely to manifest Knowledge of crime is likely to manifest
quickly much later

Storage of CCTV footage is likely to be Storage of CCTV footage is likely to be
necessary for a relatively short period necessary for a relatively longer period
of time. of time



Retention Policy

What Is the stated purpose for storing the personal
data?

Do you need to keep a record of the relationship with
the individual once that relationship ends?

Do you need to keep that information to defend
possible future legal claims?



Special Category Data

Processing of personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade union
membership, the process of genetic data, biometric data for the
purpose of uniquely identifying a natural person, data concerning
health, or data concerning a natural person’s sex life or sexual
orientation shall be prohibited (Article 9(1), GDPR)

Paragraph 1 shall not apply if...(Article 9(2), GDPR)



Special Category Data

Article 9(2)(a) Explicit Consent

Article 9(2)(b) Employment, social security and social
protection law

Article 9(2)(c) Vital Interests

Article 9(2)(d) Not-for-profit body

Article 9(2)(e) Made public by the data subject

Article 9(2)(f) Legal claims and judicial acts

Article 9(2)(g) Substantial public interest

Article 9(2)(h) Health or social care

Article 9(2)(i) Public Health

Article 9(2)(j) Archiving, research and statistics



Retention of Special Category Data

Care Home provides personal care for its residents.
In doing so, it needs to store their health information.

How can it comply with GDPR provisions In relation
to processing?



Retention of Special Category Data

Storage of personal data amounts to
“processing” (Article 4(2), GDPR).

The health information of the residents
amounts to “special category data”
(Article 9(1), GDPR).



Retention of Special Category Data

“Processing is necessary for the purposes of preventative or

occupational medicine, for the assessment of working

capacity of the employee, medical diagnosis, the provision of

health or social care or treatment or the management of

health or social care systems and services on the basis of
Domestic law or pursuant to a contract with a health
professional subject to the conditions and safeguards referred
to in paragraph 3” (Article 9(2)(h), GDPR)



Retention of Special Category Data

“Personal data referred to in paragraph 1 may be processed for purposes
referred to in point (h) of paragraph 2 when those data are processed by or
under the responsibility of a professional subject to the obligation of
professional secrecy under Union or Member State law or rules
established by national competent bodies or by another person also
subject to an obligation of secrecy under Union or Member State law or

rules established by national competent bodies” (Article 9(3), GDPR).



Retention of Special Category Data

“For the purposes of Article 9(2)(h) of the GDPR, the circumstances in which the
processing of personal data is carried out subject to the conditions and safeguards

referred to in Article 9(3) of the GDPR includes circumstances when it is carried

out:

a) By or under the responsibility of a health care professional or social work
professional, or

b) By another person who in the circumstances owe a duty of confidentiality

(Section 11(1), Data Protection Act 2018)



Section 204 of the Data Protection Act 2018

Healthcare professionals (inter alia) Social Care professionals

Registered medical practitioner Registered social worker

Registered nurse or midwife
Registered dentist

Registered dispensing optician
Registered osteopath
Registered chiropractor

Registered pharmacist...



Answer: Is the care home compliant with
GDPR?

Yes, so long as: the data is processed or Is subject to
the responsibility of someone who:

1. Falls within one of the categories in Section 204
of the Data Protection Act 2018.

2. |s subject to a duty of confidence under any
enactment or law.



Article 8, ECHR

1.

Everyone shall have the right to respect for his privacy and
family life, his home and correspondence.

There shall be no interference by a public authority with the
exercise of his right except such as in accordance with the law
and is necessary in a democratic society in the interests of
national security, public safety, or the economic wellbeing of the
country, for the prevention of disorder or crime, for the
protection of health or morals, or for the protection of the rights
and freedoms of others.



Proportionality: Bank Mellat v HM Treasury
(No 2) [2013] UKSC 39

1. Whether the objective of the measure Is
sufficiently important to justify the limitation of a
protected right.

2. Whether the measure is rationally connected to
the objective;

3. Whether a less intrusive measure could have
been used without unacceptably compromising
the achievement of that objective;

4. Whether the measure’s contribution to the
objective outweighs the effects on the rights of
those to whom it applies.



Principles: Police Retention of Data

The state’s collection and storage of public

Information about an individual i1s an interference with

private life (R (Catt) v Association of Chief Police
Officers of England, Wales and Northern Ireland

[2015] UKSC 9, [3]).



Principles: Police Retention of Data

R (on the application of CL) v Chief Constable of Greater Manchester
[2018] EWHC 2333 (Admin)

Facts concerned the retention of crime reports relating to the exchange
and dispersion of sexual images, as well as coercion, by a schoolboy.

Public interest weighed in favour of retention:
1. Evidence of three crime reports of sexting and reported coercion.

2. The need to identify patterns of behaviour in relation to the future
Investigation, prevention and detection of crime.

3. Best interests of other young people.



Principles: Police Retention of Data

Importance of Authorised Professional Practice by the College of
Policing (see R (C) v Commissioner of Police of the Metropolis
[2012] EWHC 1681 (Admin), [42 — 46]).

Police records are subject to triggered reviews every ten years; lack
of resources is not an explanation (AB v Chief Constable of British

Transport Police [2022] EWHC 2749 (KB), [82])
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